RISK BASED

INTERNAL

AUDITS
INTRODUCTION
Regulations governing banks in Pakistan require an
independent internal audit department with functional
reporting of the head of department to the audit
committee. However, these regulations do not require any
specific audit methodology to be used by the internal
audit department while performing the audits for e.g.
whether it is risk based or not it is left to the discretion of
the management and the Board of Directors.
As a result, internal audit departments in most banks
follow conventional methods and processes with full scale
transaction testing without focusing on the risk involved in
the business.
With more than 80 percent of banking assets in private
hands, there is a need for banks to redirect and widen the
scope of internal audit to evaluate the adequacy of risk
management procedures and internal control systems
with a gradual move to risk based audit systems.
Under risk based audits the focus will shift from the
present system of full scale transaction testing to risk
identification, prioritization of audit areas and allocation of
audit resources in accordance with risk assessment.
It means that greater emphasis will be placed by
internal audit on mitigating the risks while focusing on
effective risk management and controls. In addition to
appropriate transaction testing the risk based audits
would not only offer suggestions for mitigating current
risks but also anticipate potential ones and play an
important role in protecting banks form various risks.

Here one should not confuse risk management
department with risk based audits. The risk management
function of the bank focuses on the identification,
measurement and monitoring of the various risks faced by
banks. For this purpose they use various models, policies
and methods. Whereas risk based internal audit
‘undertakes an independent risk assessment solely for the
purpose of formulating a risk based audit plan’ keeping in
view the various risks inherent in a business/ activity and
the effectiveness of internal control system for monitoring
those inherent risks. It must be noted also that while
formulating a risk based audit plan, risk management
department is also subject to risk assessment by the risk
based internal audit.
RISK ASSESSMENT PROCESS
As mentioned earlier, Risk Assessment by internal audit
is done solely for the sake of formulating a risk based
audit plan. It should be an independent activity which
covers risks at various levels and has a control
environment in place to mitigate those risks. The internal
audit department needs to devise a detailed methodology
for this keeping in view the size and complexity of the
banking organization.
Typically, risk assessment process should include the
identification of inherent risks in various activities
undertaken by the bank, an evaluation of the effectiveness
of the internal controls for monitoring the inherent risks in
business activities, and preparation of a matrix taking into
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account the inherent risks and controls.
A detailed step-wise approach that is consistent with
the approach to risk analysis of the Institute of Internal
Auditors is listed below.

Analysis of business process, organizational
relationship, information systems and interviews with the
management could help in establishing appropriate
definition of auditable units.

1.

RISK FACTORS
Another critical factor in any risk assessment approach
is to identify the risk factors which will be used for
assessing the risks. Risk scores derived from the risk
factors is the potential of the auditable unit for causing
loss to the enterprise, including the likelihood and the
magnitude of the loss.
It is easy for a banking organization to classify the risks
as business, credit, market, legal/regulatory, technological
etc., but these are broad categories and for determining
the applicability of these risks on individual auditable unit,
a well defined criteria should be established which can
consistently be applied to all the auditable units.
To access the control environment following can be
made part of a risk assessment process, and the auditor
can use it in conjunction with the risk score to determine
overall risk, with a little flexibility in the score arrived at:

2.
3.

4.

5.

6.

Define ‘The Audit Universe’ and identify the auditable
units within the entity for which these analyses will be
carried out.
Identify appropriate Risk Factors applicable to the
business and support functions.
Select an appropriate format for evaluating risk
factors so that the more important risk factors play a
more prominent role in the risk assessment process
than less important risk factors.
Develop a combination rule for each audit unit which
will properly reflect the level of risk based on the
factors and controls in place to counter those risks.
Once audit units have been rated according to their
level of risk, it is important to have a mechanism for
assigning them to audit frequency categories; that is,
to identify which units will be audited how often, say
once in a year, once in two years, or continuously
monitored, and so on.
Having carried out these analyses, it is useful to
produce an audit plan which indicates which audits
will be conducted at what times throughout the
planning process.

To explain the process let us first discuss some of the
key terms listed above in more detail.
AUDIT UNIVERSE
Organizations are getting bigger and more complex
nowadays with more than one line of business. Some are
organized on functional basis while others may be on
product basis. In order for the auditor not to get lost in the
complexity of the structure, it is recommended to have an
organized inventory of all the auditable units.
This is an important process and should be undertaken
carefully. The auditor should view the organization in the
same manner as management. This will help in identifying
the appropriate definition of audit universe.

a.
b.
c.
d.
e.
f.
g.
h.
i.
j.

results of previous internal audits and status of
compliance of previous audit reports;
level of management attention to close the audit
observations;
results of last regulatory examination report;
results of last external audit report/management
letter;
time since last audit;
complexity and volume of transactions taking place in
auditable unit;
total income/ total cost / total revenue of the
auditable unit;
overall importance of the auditable unit in the
organization;
any change which is significant in business line,
introduction of new product, change in focus;
targets given by the management and the status of
those targets, both revenue and cost;
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How XBRL Works
This is the second of a series of
articles on XBRL. While the first article
atempted to give a brief account of
XBRL, its importance and its use for
accountants, the second article deals
with the methodology of XBRL.
Figure 1 depicts how XBRL would be
used. Suppose a public company,
Tesco Inc., wishes to provide financial
statements to analysts.
1. After the company pre p a res its
financial information using its internal
accounting system, a XBRL
document is created by mapping
the financial information to XBRL
taxonomy elements. A number of
new software packages can do this
automatically. The created XBRL
document is automatically checked
to ensure it is proper XBRL. Then,
the validated XBRL document is
placed on the company’s web site
or FTP server. ( £)
2. When users need the information
contained in the XBRL document for
their analysis, they obtain it on the
Internet. (§ and •)

3. Users use the XBRL document for
their analysis. If they want to
translate the document into HTML,
a spreadsheet or database, they
can do so with appropriate style
sheets developed by them or by
outside software developers. (¶)
(Boritz and No, 2003)

XBRL TAXONOMY AND XBRL INSTANCE
DOCUMENT
A XBRL document is created by
mapping financial information to a XBRL
taxonomy that describes financial
“facts” and the relationships among
them. Taxonomy is a dictionary of the
financial terms used in pre p a r i n g
financial statements or other business
reports and the corresponding XBRL
tags. XBRL taxonomy defines elements
c o r responding to concepts that can be
referenced in XBRL documents; for
example, the element with the name
“nonCurrentAssets.property
PlantAndEquipmentNet” represents
such a concept. A XBRL document
has a hierarchical structure that is

defined by the taxonomy. Figure 2
contains a graphical illustration of the
hierarchical structure of a XBRL
document and taxonomy as seen
through a “taxonomy viewer.” (Boritz
and No, 2004)
A company’s financial statements,
created by using XBRL, are an instance
document in which various XBRL
elements are embedded based on a
specific taxonomy. A common
taxonomy enables users to compare
several firms’ financial statements
(assuming they use the same
accounting guidelines). Since the same
tags are used by all “publishers” of
XBRL documents who rely on the same
taxonomy, all users of those documents
will recognise the tagged data the same
way. For example, the tag <group
type=”ci:balanceSheet.assets”>
indicates that the data after the tag
relates to assets on the balance sheet.
At present, several taxonomies have
been developed such as US GAAP CI,
the XBRL taxonomy for Business
Reporting of Commercial and Industrial
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COVER STORY
Companies under US GAAP, the XBRL
GL (General Ledger) taxonomy and the
IAS (International Accounting Standards)
GAAP CI taxonomy. Also, several
jurisdictions and organisations within the
XBRL Consortium have taxonomies
under development: Australian GAAP,
Credit Risk Business Information Report
(FLIPA), and United Kingdom
Corporation Tax Funding1.

STYLE SHEETS
Although XBRL documents can be
easily handled by software applications,

Transformations (XSLT) are the two
most popular style-sheet languages.
CSS and XSLT overlap to some extent.
CSS is more broadly supported than
XSLT. Most web browsers support CSS,
but only a few accept XSLT. Although
many HTML users and developers are
familiar with CSS, it only provides for
formatting of contents. It does not allow
users to change or re o rder contents.
XSLT is more complicated than CSS
and is not well supported. Nevertheless,
it is a more powerful and flexible style
sheet language than CSS. In addition,

most major office suite software
supports the storage and manipulation
of XML documents. Microsoft Off i c e
XP, for example, supports XML
document files. There f o re, with XML
support built into Excel, users can load
data from a XBRL document into Excel
and apply their own analytic
procedures on the data.
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